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ABOUT US

"SevenMentor” has improvised a tendency to cope with all International Standards within their courses, by engaging both
ends of the industry for students, professionals, and individuals to corporate clients. The organization conjointly gives chance

within their educational programs to meet the needs with projected desires of quick developing networlang trade.
“SevenMentor” education techniques allow honing the abilities of the Networking experts from Industries which allow them
to be equipped with the updated technology and standards of their operating environment. The group is a center for
technical excellence with the lkangdom of the art lab centers & a properly exquisite curmiculum which gives them exposure

in advance and enables them to be specific inside the certification enterprise.

AT A GLANCE, OUR STATISTICS SPEAK VOLUMES

Total Mentors Classrooms Courses

10

Lakhs+

Online/Offline Successful Successful
Courses Career Made Trained Students
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CLOUD COMPUTING
COURSE CURRICULUM

AWS - Amazon Web services syllabus

® 1. Cloud Concepts

AWS Cloud

« What is cloud computing? (laas, Paas, Saas)

+ Benefits of AWS Cloud [Scalability, Cost Savings,
Security, Agility)

+ AWS Global Infrastructure [Regions, Availability
Zones, BEdge Locations)

AWS Cloud Architecture Principles
+ High Availability [Multi-AZ, Load Balancing)

+ Fault Tolerance & Disaster Recovery (Backups, Replication)
+ Elashicity & Scalability [Auto Scaling, Serverless)

AWS Shared Responsibility Model

* AWS vs. Customer Responsibilities
+ Security of the Cloud vs. Security in the Cloud

@ 2. Security and Compliance

AWS Security Basics
+ |dentity and Access Management (LAM)
+ Multi-Factor Authentication (MEA)
+ AWS Organizations and Service Control Policies [SCPs)

Compliance and Governance
- AWS Well-Architected Framework (Security Pillar)

AWS Security Services
- AWS Shield, AWS WAF

+ Amazon GuardDuty (Threat Detection)
« AWS Key Management Service (KMS) for Encryption

® 3. Technology

AWS Core Services Overview

« Compute: EC2, Lamnbda

+ Storage: 53, EBS, EFS, Glacier

+ Database- RDS [Aurora, MyS0L), DynamoDE, Redshift

+ Networking: VIPC, Route 53, Direct Connect, AWS
Global Accelerator

AWS Management Tools

+ AWS Management Console
+ AWS Command Line Interface (CLI)
+ AWS CloudFormation (Infrastructure as Code)

SevenMentor
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Monitoring and Performance Management
+ Amazon CloudWatch (Metrics, Logs, Alarms)
+ AWS Trusted Advisor (Best Practice Recommendations)

. AWS Config for Compliance Monitoring

@ 4. Billing and Pricing

AWS Pricing Models

+ On-Demand, Reserved, and Spot Instances
+ Free Tier, Pay-A=-You-Go, Savings Plans

AWS Billing & Cost Management Tools
- AWS Pricing Calculator
* AWS Cost Explorer & Budgets
+ AWS Total Cost of Ownership [TCO) Calculator

AWS Support Plans
» Basic, Developer, Business, and Enterprise Support Tiers
« AWS Trusted Advisor for Cost Optimization

@ 5. Design Secure Architectures

AWS Security Best Practices
- Shared Responsibility Model
« Security services: AWS 1AM, KMS5, Secrets Manager,
AWS Shield, AWS WAF
+ Implementing least privilege with LAM roles, policies,
groups
+ Multi-Factor Authentication [MEA)
- Data encryption at rest (KMS, S5E, CME]) and in
transit (TLS, 55L)
Networking Security
- Amazon VPC design, subnets, security groups, NACLsS
+ VPN, AWS Direct Connect, and PrivateLink
+ AWS Firewall Manager, AWS Security Hub
+ DDoS protection with AWS Shield
+ Identity federation using LAM, AWS S50



@ 6. Design Resilient Architectures

¥

*®

*®

*®

Monitoring & Compliance
- AWS CloudTrail, AWS Config

+ AWS Inspector, GuardDuty
» AWS Well-Architected Framework security pillar

High Availability & Fault Tolerance
Multi-AZ v=_Multi-Begion deployments
Amazon Route 53 for DNS failover
Load balancing using ALE, NLE, and CLE
Auto Scaling groups (ASG) with dynamic and scheduled scaling

AWS Global Accelerator

Storage Resilience

= Amazon 53 durability and replication

53 storage classes and lifecycle policies

- AWS Backup and disaster recovery strategies

*®

Compute Resilience

Elastic IPs, Spot & Reserved Instances

- AW Lambda and serverless design patterns

ECS vs. EKS for containerized applications

@ 7. Design High-Performing

Architectures

Compute Performance

» Choosing the right EC2 instance type [General Purpose,

Compute Optimized, etc)

AWS Lambda scaling and optimization

- AWS Fargate vs. EC2 for containers

Storage Performance

« Amazon EBS v=_ Instance Store

. Amazon Elastic File System (EF5)

Database Performance
Amazon RDS (Aurora, MySQL, PostgreS0L, Oracle, SOL Server)

« DynamoDEB [On-Demand, Provisioned Capacity, DAX)

+ Amazon Redshift for data warehousing

« Amazon ElastiCache [Redis, Memcached)

Messaging services — SNS and 5Q5

*

*

Working of SNS and SQ5

Impertant Components of SNS and S0Q5.
Creating and Managing Topics in SNS and 505
Adding Subscriber in SN5.

Project Preparation

Azure Training Syllabus(AZ-104)
@ Manage Azure Identities and Governance

Manage Microsoft 365 Users and Groups

*

Create users and groups

Manage user and group properties

Manage licenses in Microsoft 365

Manage external users

Configure self-service password reset [SSPR)

Manage Access to Azure Resources

Manage built-in Azure roles
As=ign roles at different scopes
Interpret access assignments

Manage Azure Subscriptions and Governance

Implement and manage Azure Policy

Configure resource locks

Apply and manage tags on resources

Manage resource groups

Manage subscriptions

Manage costs by using alerts, budgets, and Azure
Advisor recommendations

- Configure management groups

@ implement and Manage Storage

Configure Access to Storage

Configure Azure Storage firewalls and virtual networks
Create and use shared access signature [SAS) tokens
Configure stored access policies

Manage access keys

Configure identity-based access for Azure Files



Configure and Manage Storage Accounts

+ Create and configure storage accounts
* Configure Azure Storage redundancy

« Configure object replication

+ Configure storage account encryption

SevenMentor
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+ Manage data by using Azure Storage Explorer and AzCopy @& implement and Manage Virtual Networking

Configure Azure Files and Azure Blob Storage

+ Create and configure a file share in Azure Storage

+ Create and configure a container in Blob Storage

- Configure storage tiers

+ Configure snapshots and soft delete for Azure Files
+ Configure blob lifecycle management

« Configure blob versioning

Automate Deployment of Resources

+ Interpret and modify Azure Resource Manager templates
or Bicep files

+ Deploy resources using templates or Bicep files

+ Export a deployment as a template or convert a template
to a Bicep file

Create and Configure Virtual Machines
+ Create a virtual machine
+ Configure Azure Disk Encrypiion
+ Mowve a virtual machine
+ Manage virtual machine sizes and disks
* Deploy virtual machines to availability zones and sets
+ Deploy and configure Azure Virtual Machine Scale Sets

Provision and Manage Containers
+ Create and manage an Azure container registry
+ Provision containers using Azure Container Instances and
Azure Container Apps
* Manage sizing and scaling for containers

Create and Configure Azure App Service

« Provision an App Service plan

+ Configure scaling, certificates, TLS, and backup for
an App Service

« Configure nebworking settings, deployment slots,
and custom DNS

Configure Secure Access to Virtual Networks

* Create and configure network security groups (NSGs) and
application security groups

+ Bvaluate effective security rules in NSGs

« Implement Azure Bastion

+ Configure service end points for Azure PaaS

» Configure private endpoints for Azure PaaS

Configure Name Resolution and Load Balancing
+ Configure Azure DNS

« Configure an internal or public load balancer

» Troubleshoot load balancing

Monitor and Maintain Azure
Resources

Monitor Resources in Azure

+ Interpret metrics in Azure Monitor

+ Configure log settings in Azure Monitor

« Query and analyze logs in Azure Monitor

- Set up alert rules, action groups, and alert processing rules in
Azure Monitor

+ Configure and interpret monitoring of virtual machines,
storage accounts, and nebworks using Azure Monitor Insights

* Use Azure Nebwork Watcher and Connection Monitor

Implement Backup and Recovery

+ Create a Recovery Services vault

» Create an Azure Backup vault

+ Create and configure a backup policy

+ Perform backup and restore operations using Azure Backup
» Configure Azure Site Recovery for Azure resources:

+ Perform a failover to a secondary region using Site Recovery

Configure and Manage Virtual Networks in Azure
Configure and Interpret Reports
and Alerts for Backups

* Create and configure virtual networks and subnets
+ Create and configure virtual network peering

- Configure public IP addresses

* Configure user-defined network routes

+ Troubleshoot network connectivity



GCP - Associate Cloud ﬁf
Engineer - Syllabus

Module 1: Overview Cloud & Google
Cloud Platform

Tk Cloud Overview & Characteristics
2- Cloud Service Model (laas, Paas, Saas)

Z: Cloud Deployment Model [Public, Private, Hybrid)
4: Google Cloud Platform {Gop) Infrastructure Overnview

5: Create Gep Account & Console Overview

6 Organizations, Folders, Project, Resources & Billing

7- Google Cloud Architecture Framework

Module 2: Virtual Machines
Tt Compute Engine (Vm): Types & Options
2-Vm Instance Lifecycle & Common Operations
3: Machine Types & Compute Options [Vcpu And
Memory) In Compute Engine
4 Images & Snapshots
5 Disk Types: Local S=d, Persistent & Balanced

Module 3: Virtual Networks

T Virtual Private Cloud [Vpc) & Types, Subnets
2- Ip Addresses [Public/Private], Nic

3 Routes & Route Table

4: Firewzlls 5: Network Topology Options

Module &: Cloud lam
L lam Basic: Authentication, Authorization & Mfa
2- Roles, Members, Service Account, Policy
3 Resource Hierarchy
4 Cloud lam Best Practices

Module 4: Cloud lam

Tk lam Basic: Authentication, Authornzation & Mfa
Z- Roles, Members, Service Account, Policy

3: Resource Hierarchy

4: Cloud lam Best Practices

Module 5: Data Storage Services

Tt Google Cloud Storage Owverview & Structure
2 Storage Classes, Versioning & Lifecycle Policies

3: Cloud Sql For Database (Mysql, Postgresql And Sql Server)

4 Cloud Spanner: Fully Managed Relational Db
5: Cloud Datastore
&: Cloud Bigtable- Nosqgl Big Data Service

SevenMentor
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Module 6: App Engine, Functions, Cloud Run

I App Engine: Serverless Web Apps

2 App Engine Environments: Standard Vs Flexible
3: Cloud Functions: Event=s & Triggers

4 Cloud Run: Serverless Containers

MODULE 7: RESOURCE MANAGEMENT

I: Cloud Resource Manager Overview
2 Quiotas, Labels, Names & Billing

Module 8: Resource Monitoring
I Stackdriver: Cloud Monitoring & Logging
2: Logging, Error Reporting, Tracing, Debugging

MODULE 9: INTERCONNECTING NETWORKS

I Virtual Private Network [Vipn) & Its Types
2 Vpc Peering (Public & Private)
3: Cloud Dns , Cloud Interconnect & Cloud Router

MODULE 10: LOAD BALANCING &
AUTOSCALING

I Load Balancing Types: Internal, External, Global & Regional
2- Hitps, Network, 5=l & Tep Load Balancers
3: Cross-Region And Content-Based Load Balancing
4 Autoscaling Policies & Configuration

MODULE T: GOOGLE KUBERNETES ENGINE
& Microservices, Containers, Docker & Kubernetes
2 Gep Kubernetes Engine [Gke), Understand The Relationship
Between Kubernetes And Google Kubernetes Engine (Gke)
3: Kubernetes Architecture : Clusters, Node, Node Pools,
Pods, Services
4 Deploy & Manage Workloads On Gke

MODULE 12: MAINTENANCE & MONITORING

I Capacity Planning And Cost Optimization
2 Deployment, Monitoring And Alerting, And Incident Response
J Monitoring And Alerting

MODULE 13: CLOUD MIGRATIONS

I Understanding Migration Used Cases
2- Understanding Migration Tools And Process
3: Migrating Google Instance To Aws




MASTER IN CLOUD
COMPUTING

YOUR DREAM
JOB IS AHEAD _

COURSE
EXAM .\

CASE
STUDY

ADVANCE
SKILLS

INDUSTRY
EXPERT TRAINING

PROFILE BUILDING

ENROLL IN
SEVENMENTOR

Finance & Banking . - Healthcare

Education -
1 Manufacturing

Media and
Entertainment

CLOUD COMPUTING
----- DOMAIN KNOWLEDGE

Transportation and

Logistics




3-6LPA

YOUR FUTUREASA
CLOUD COMPUTING

| SALARYRANGE |

10 -15 LPA

6-10 LPA

15 - 24 LPA

. JOB METER

SévenMerntor
gl ]

Upto 24 LPA

- = DevOps Engineer = E
Cloud Architect Cloud Engmnee (Multi d) Cloud Security Enginee
122,91 Jobs 1,110,239 Jobs 231,300 Jobs 212,462 Jobs
Cloud Operations Site Reliability Cloud Systems
Manager Engineer (SRE) o Administrator
71,499 Jobs 2,18,644 Jobs 59,914 Jobs 80,039 Jobs
Cloud Appilication Cloud Migration
Developer Specialist
1,112,399 Jobs 40,953 Job
JOB ROLES FOR CLOUD COMPUTING
CLOUD ARCHITECTURE |CLOUD DEVELOPMENT | CLOUD NETWORKING CLOUD SECURITY
& ENGINEERING & DEVOPS & INFRASTRUCTURE & COMPLIANCE




INDUSTRY BASED PROJECT (AWS )

Hands-on industry-based project by SevenMentor & Training
to enhance practical skills and real-world expertise

PROJECTI: STATIC WEBSITE HOSTING
ON S3 - HOST A SIMPLE HTML/CSS
WEBSITE ON S3 WITH CLOUDFRONT.

PROJECT2: SERVERLESS PORTFOLIO
WEBSITE - USE AWS LAMBDA, API
GATEWAY, DYNAMODB, AND S3TO
CREATE A PERSONAL WEBSITE.

PROJECT3: MULTI-TIER ARCHITECTURE
- DEPLOY A WEB APP WITH EC2
(FRONTEND), RDS (DATABASE), AND

A LOAD BALANCER.

PROJECT4: VPC SETUP WITH SECURITY
GROUPS - CREATE A SECURE VIRTUAL
PRIVATE CLOUD (VPC) WITH SUBNETS,
NAT GATEWAY, AND EC2 INSTANCES.

PROJECTS: 1AM ROLE & POLICY MANAGEMENT
- IMPLEMENT A LEAST-PRIVILEGE ACCESS
POLICY USING IAM. TOOLS - EC2,VPC,
COLOUDWATCH , AWS BACKUP,
LOADBALANCER , AUTOSCALING. SNSETC"



INDUSTRY BASED PROJECT ( AZURE) e
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Hands-on industry-based project by SevenMentor & Training
to enhance practical skills and real-world expertise

PROJECT1: HOSTING A WEB SERVER ON
LINUX AND WIN USING AZURE CLOUD
VIRTUAL MACHINES

PROJECTZ: DEPLOY WEBAPPS ON
AZURE CLOUD.

PROJECT3: SETTING UP AND CONFIGURING
AZURE VIRTUAL NETWORKS (VNET)

PROJECT4: DISASTER RECOVERY AND SITE
RECOVERY WITH AZURE SITE RECOVERY (ASR)

PROJECTS: PROJECT 5: BUILDING AN AZURE
STORAGE SOLUTION"




INDUSTRY BASED PROJECT (GCP)

Hands-on industry-based project by SevenMentor & Training
to enhance practical skills and real-world expertise

PROJECTI1: HOST WEB/APP TO HANDLE
HEAVY WORKLOAD

PROJECT2: AUTOMATED APP DEPLOYMENT
IN CONTAINER

PROJECT3: CONTINUOUS INTEGRATION AND
CONTINUOUS DEPLOYMENT USING GOOGLE
CLOUD PLATFORM

PROJECT4: CLOUD STORAGE SQL
DATABASE MANAGEMENT

PROJECTS: AUTO APP DEPLOYMENT
OVER GKE"




WHY CHOOSE SEVENMENTOR

Empowering Careers with Industry-Ready Skills
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GLOBAL CERTIFICATION
FROM SEVENMENTOR

SevenMentor provides globally recognized certification programs designed to help
individuals enhance their knowledge, skills, and career prospects. Our certifications validate
the competence and expertise in various fields, including IT, business management, digital
marketing, and more. Achieving a SevenMentor certification offers a competitive edge and
ensures your capability in your chosen domain.

SevenMentor
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WHY SHOULD YOU
JOIN THIS PROGRAM?

Our 100% Job Assurance Program guarantees
that you will secure a job as a data scientist
With access to over 500 leading partner
companies, we ensure you have ample
opportunities to land your ideal role.

The program is structured to provide
comprehensive training, equipping you with
the technical skills, real-world experience, and
industry insights needed to excel in the field
of data science. Additionally, you'll receive
ongoing support, including job placement
assistance and career coaching, to help you
navigate the hiring process. With our
program, you're fully prepared to succeed in
the competitive job market and launch your
data science career.

PLACEMENT TEAM

Our placement staff is cormmitted to your IT career success. With strong industry connections, market
insights, and specialized assistance, we prepare you for a competitive job market and assist you in
achieving your objectives. We offer individual resume development, mock interviews, and hands-on
career coaching to help you stand out to top recruiters. Our dedication extends beyond placements; we
provide you with the confidence and skills you need to succeed in your chosen field. At SevenMentor,

YOUr SUCCESS Iis our priority!

CRM TEAM

At SevenMentor, our CRM team is committed to ensuring that every student has a positive and
enjoyable expernience. We attentively listen to your issues, answer your inquinies quickly, and
provide personalized service that is suited to your specific requirements. Our team takes a
student-first approach, ensuring that your needs are handled with professionalism, kindness, a

nd attention to detail. Your satisfaction is our first priority, and we commit ourselves to supporting

you every step of the way.



GET INFO OF

OUR OTHER DOMAINS

. 020 7117 2515

Networking Department

. 020 7117 1747

Softskills & Language
Department

. 020 7117 1727

HR Department

. 020 7117 3035

Development Department

. 020 7117 3116

SAP Department

. 020 7117 1500

Data Science
And Ai Department

. 020 7117 1757

Interior Design & Fashion
Department

.0‘2048556661

Placement Department

LOCATE US:

‘ SHIVAJI NAGAR HEAD BRANCH
—  09/A Wing, Shreenath Plaza,Dmyaneshwar
Paduka Chowk, F.C Road,Shivaji Nagar, Pune,
Maharashtra — £T1005

| GET THE DIRECTION

@ Pimpri Chinchwad Branch
- Dffice number 38 wing A and B, 3rd Floor,
KUNAL PLAZA off Mumibai Pune Highway
Chinchwad, Maharashtra $T019
GET THE DIRECTION

@ Hadapsar Branch
--  Manisha Blitz, Office 34-35, 3rd floor, Mear Shanlammath, Pune Solapur Hwy, Hadapsar, Pune - 11015

i
- GET THE DIRECTIOM

§f ® in o @

. www.sevenmentor.com . registration@sevenmentor.com



